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If you don’t
want to be on my
“Naughty List,”
you’d better silence
your phones!




BEFORE
WE GET
STARTED




11:00 AM

5-minute




BEFORE
WE GET
STARTED







(BAWeber

List = Seminar Requlars

Quick Menu

Messages

Automation

Subscribers

Pages & Forms



irm your subscription.

John Grubb <john@4kcc.com> Unsubscribe

fo: John ‘-‘Ves‘e'y'

Please click the button below to confirm that you'd like to
receive email from Seminar Regulars.

Confirm my subscription

Thank you!
Keystone Computer Concepts

If you received this in error or do not want to subscribe, simply ignore this email and do not

click the button.

1767 8W Lesfy Rd

Port St. Lucie FL 34853

USA

Request genserated by: 96.87.162.110
Date: Dscembsr 10, 2022 08:12 -0500

URL: nttos://www.awsbsr.com/uzera/sada/add




Your subscription has been confirmed. Please check your email.

Return to Keystone Computer Concepts

No Spam Policy & Privacy Policy
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NAUGHTE R NICE LIGT
WAG BEEN DIVULGED




May all your
Christmases
be #FFFFFF




J
the markK com by Mark Parisi

@2016 Mark Parisi Dist. by Universal UCHck
12-5 offthemark.com




I'VE SEEN YALL'S POSTS,
YOU'RE GETTING
A DICTIONARY
FOR CHRISTMAS




STEALTHY, THE TECH ELF

£2021 Mark Parisl Dist by Andrews McMee! Get 2 signed print: otmCartoon@gmail.com offthemark.com
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7%

[©) On This Day History Film & TV

DECEMBER 10 EVENTS BIRTHDAYS DEATHS WEDDINGS QUIZ



Emily Dickinson
(1830-1886)

American (Collected Poems), born in Amherst,

Massachusetts




15 Inspirational Emily Dickinson Quotes to Live By

» “Hope is the thing with feathers that perches in the soul — and sings the tunes without
the words — and never stops at all.” ...

e “| dwell in possibility.” ...

e “Unable are the loved to die, for love is immortality.” ...

e “That it will never come again is what makes life sweet.”

More items...




- TE3
e _/

i &
“I Dwell In Possibility.”

Presented by Keystone Computer Concepts



RAISE YOUR HAND
IF YOU CONSIDER
YOURSELF TO BE A
COMPUTING NOVICE



RAISE YOUR HAND
IF YOU CONSIDER
YOURSELF TO BE
OKAY IN THE
COMPUTING WORLD



RAISE YOUR HAND
IF YOU CONSIDER
YOURSELF TO BE
BETTER THAN MOST
WHEN IT COMES TO
COMPUTING



RAISE YOUR HAND
IF YOU CONSIDER
YOURSELF TO BE
AN EXPERT IN
COMPUTING



REGARDLESS OF WHAT
LEVEL YOU THINK
YOU'RE ON, TODAY, I'M
GOING TO MAKE YOU



CYBER
FORENSIC
TECHNICIAN



REAL EMAIL ADDRESS:

singh@trinityjb.org

SCAMMERS EMAIL
ADDRESS:
singh.trinityjo@gmail.com



From: Anil

Singh <singh.trinityjo@gmail.com>
Date: Fri, Nov 18, 2022 at 8:24 AM
Subject: Church Task

Good Morning _, Do you have a
minute ?

Pastor Anil Singh 4


mailto:singh.trinityjb@gmail.com

From: Anil /

Singh <singh.trinityjo@gmail.com>

Date: Fri, Nov 18, 2022 at 8:24 AM How did
Subject: Church Task _
Good Morning _, Do you have a thIS
minute ?
happen?

Pastor Anil Singh


mailto:singh.trinityjb@gmail.com

How Did This Happen?

1) It wasn't from Anil’s actual email address
2) Only a few of his contacts received the
fake emall

CONCLUSION:
It probably wasn’'t Anil's email address

that was hacked.



As a precaution, we checked to
make sure that the hacker didn't
get in Anil’'s email and put in filters.



How do you get to “Filters” (AKA

Filter Rules)? Regardless of the

emaill provider, filters are almost
always under email settings.



Settings

General Labels Inbox Accounts Filters and Blocked Addresses Forwarding and POP/IMAP  Add-ons Chatand Meet Advanced Offline Themes

The following filters are applied to all incoming mail:

Select: All, None

Create a new filter  Import filters

The following email addresses are blocked. Messages from these addresses will appear in Spam:

You currently have no blocked addresses.

Select: All, None




No filters were found — another
reason to conclude that Anil’s
emaill wasn't hacked.



As a precaution, Anil still
changed his password.



So, If Anil's email wasn't
hacked, what did happen?

Someone else’s email was
hacked, and addresses
were stolen.



Let's look at an example of
when a person’'s email was
hacked, and messages
were sent out.



Checking in

g@comcast.net>
To john@4kcc.com

Hi, How are you doing? Is it possible to help me with a personal favor ?




What Is the first thing we
should check?

FILTERS



Mail Filter Rules

Notice the rule starts with

periods...

this is almest always a sign
of/ahack
.nb E tl{r |

- Disable




Edit rule

Rule name

.nbj

Apply rule if all conditions are met

Conditions

To

Add condition

Actions

Redirect to

—

Notice that the hacker
created a rule which
would redirect all the

customer's email to the

fake account.

( g@comcast.net

johnnybluenote@gmail.com

johnnybluenote@outlook.com

j@outlook.com




Let's look at a
third kind of emall
hacker scam
method.



john Hi

Penny Walter <labchapule.culiacan@brist.mx>
To “john

John https://www.google.com/search?g=john@4kcc.com Penny
Penny Walter




About 2,250 results (0.75 seconds)

¥4 Your business on Google

w & © 5,165 views this month

= = [ A A

Edit profile Read reviews Messages Add photo Performance Advertise

B = D B .

v

Edit products Edit services Booking Quote reque... Calls
Turn more views : View your 2022 : Confirm your : G
to customers record holiday hours
Complete your profile to 492 people saw your Update your hours for an Sr
convert your 492 monthly profile in their search upcoming holiday wit
views into customers results last month Christmas Eve 3

' ~

&
4

Only managers of this profile can see this

https:/iwww.4kcc.com : Traf/mo (us): 0/420 - Kw (us): 0/349

Computer Service: We Speak English Not Geek - 4KCC

This page explains all the services that we, Keystone Computer Concepts, offer: computer
training, sales and service and remote support.
You've visited this page 5 times. Last visit: 3/7/22

MOZ DA: 23/100 (+5%) Ref Dom: 309 Ref Links: 11.18K Spam Score: 3% Show backlinks




john Hi

Penny Walter <labchapule.culiacan@brist.mx>

To john https://bit.ly/3gvfp77
Click or tap to follow link.

John https://www.google.com/search?g=john@4kcc.com Penny
Penny Walter




L d
W Enterprise Resources About

@ This link has been flagged as redirecting to malicious or spam content.

https://mutde2xgea.execute-api.us-east-1.amazonaws.com/production/track-ad-

click?...
Nov 29 2022 Nov:11 PM UTC

bit.ly/3GVfP77

< Destination: https://mutde2xgea.execute-api.us-east-l.amazonaws.com/production/track-ad-click?
unteasled=m&redirectURL=https://petrommzch.world/z/1d117mtgyw5kr/w/hu/x/%3Fpreinitializing%3Dhh&metac. ..

If this is a Bitly link you created from your account,
please log in to view the click data . Learn more about
how to view your click data in our Help Center.

O Copy




(2]
W Enterprise Resources About

@ This link has been flagged as redirecting to malicious or spam content.

https://mutde2xgea.execute-api.us-east-1.amazonaws.com/production/track-ad-
click?...
Nov 29 2022 Nov:11 PM UTC

bit.ly/3GVfP77

<" Destination: https://mutde2xgea.execute-api.us-east-l.amazonaws.com/production/track-ad-click?
unteasled=mé&redirectURL=https://petrommzch.world/z/1d117mtgyw5Skr/w/hu/x/%3Fpreinitializing%3Dhh&metac...




THINGS A HACKER MAY DO IF THEY BREAK

INTO YOUR EMAIL ACCOUNT

CREATE A RULE TO FORWARD EMAILS COMING

TO YOU.

STEAL ALL YOUR CONTACTS — ADDRESS BOOK

ENTRIES

DELETE ALL YOUR CONTACTS

DELETE ALL YOUR EMAILS S
EMAIL PROVIDER’S SERVER.

ORED ON YOUR

SPAM ENOUGH EMAILS TO GET YOU CUT OFF

BY YOUR PROVIDER.

CHANGE YOUR SECURITY QUESTIONS AND

ANSWERS.



REASONS HACKERS ARE ABLE TO HACK
YOUR EMAIL.:

YOU USE THE SAME PASSWORD OTHER
PLACES AND THE HACKER GAINED
ACCESS THERE OR DISCOVERED YOUR
PASSWORD ON THE DARK WEB.

YOU CLICKED ON A MALICIOUS LINK IN
YOUR EMAIL



THINGS YOU SHOULD DO TO SECURE YOUR
EMAIL:
CHANGE YOUR PASSWORD TO A SECURE
PASSWORD NOT USED ANYWHERE ELSE.
ENABLE 2-FACTOR AUTHENTICATION.
MAKE SURE YOU BACK UP PHONE #S AND
EMAIL ADDRESSES AND THAT THEY ARE
CURRENT.
USE BCC.:
ENCOURAGE YOUR FAMILY, FRIENDS AND
OTHERS TO DO THE SAME THINGS LISTED
HERE.



THINGS YOU SHOULD DO TO SECURE YOUR
EMAIL:
DON’T RESPOND TO SUSPICIOUS EMAILS
USE A PASSWORD MANAGER
DON’'T STORE PASSWORDS IN BROWSERS



~ SHAMELESS
PLUG #1

TICKETS ARE
NOW ON
SALE.




NOW, LET’S LOOK AT
HOW ACCOUNTS = NOT
JUST EMAIL — CAN BE
HACKED.






Examples



9:01 !l T @

+1 (678) 532-9819 >

Text Message
Thursday 12:50 PM

The sender is not in your contact list.
Report Junk




9:02 ol

flabamepen1987@outlook.com

iIMessage
Monday 2:56 PM

Delivery service: Provide the
correct delivery address to avoid
delay in receiving the goods due
to iIncomplete door number. After
replying OK, reconfirm your
address, please update it timely.

www.rodvsps.com/go/Tracking/
U2A5

The sender is not in your contact list.



+1(949) 490-0439 >

Text Message
Monday 10:41 AM

The sender is not in your contact list.
Report Junk




+1(801) 686-8761>

Text Message
Thu, Dec 1 at 3:44 PM

The sender is not in your contact list.
Report Junk
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+1 (305) 230-4226

Text Message
Sun, Nov 27 at 3:55 PM

Dear friend, | changed my cell
phone number. We haven't been
In touch for a long time. How are
you?

The sender is not in your contact list.

Dannrit hhinl
i " : i‘; Q [ L J U h 1 O - — - — - = - = - = = o = o= 5 =5 S 0 656 e o6 S eI C eI A St



SHAMELESS
PLUG #2

CANDELIGHT SERVICE
8:30 p.m.



CATFISHING



Catfishing is a deceptive activity
in which a person creates a
fictional persona or fake identity
on a social networking service,



4‘\ shaniatwain @
¥

Boots & Hearts Music Festival




Regina Eilleen 9 9 9

Queen Of Me, the new album, out February 3rd
@ Queen Of Me, the 2023 tour, on sale
November 4th 4#

Joined November 2022 . 7 Followers

Tuesday, November 8




Bri teresi

Bri teresi
@briteresiO00001

Golf L model
making golf sexy again @

just created this page for my active fans only...
closing this page anytime soon..

Joined January 2014 - O Followers

Sunday




Catfishing clues:

A very recently created profile
Only using professional pictures
Very few friends or followers
Avoliding (video) calls and face-
to-face meetings



WHEN A HACK
ISN'T A HACK




David Bigler David Bigler

David Bigler
®

Sent you a friend request

David Bigler
+ See David's About Info

Friends % Lives in Jensen Beach, Florida

2 friends @ From Cleveland Heights, Ohio

=== See David's About Info

Friends
210 (16 mutual)

Julie Hegedus  Charles
1 mutual friend Ashing
1 mutual friend

See all friends " D B
Arlene irginia

[ o] FRSSNSN | RPN

O B8 ©® @ o o

. cgiesig Marketplace Profile Notifications
Home Watch Marketplace Profile Notifications




Our next seminar:
JANUARY 14, 2023
“First Bogart, Then Kroc,
And Finally Rickman”



