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RAISE YOUR HAND 

IF YOU CONSIDER 

YOURSELF TO BE A 

COMPUTING NOVICE.



RAISE YOUR HAND 

IF YOU CONSIDER 

YOURSELF TO BE 

OKAY IN THE 

COMPUTING WORLD.



RAISE YOUR HAND 

IF YOU CONSIDER 

YOURSELF TO BE 

BETTER THAN MOST 

WHEN IT COMES TO 

COMPUTING



RAISE YOUR HAND 

IF YOU CONSIDER 

YOURSELF TO BE  

AN EXPERT IN 

COMPUTING



REGARDLESS OF WHAT 

LEVEL YOU THINK 

YOU’RE ON, TODAY, I’M 

GOING TO MAKE YOU 

A…



CYBER

FORENSIC

TECHNICIAN



REAL EMAIL ADDRESS:

singh@trinityjb.org

SCAMMERS EMAIL 

ADDRESS:

singh.trinityjb@gmail.com



From: Anil 

Singh <singh.trinityjb@gmail.com>

Date: Fri, Nov 18, 2022 at 8:24 AM

Subject: Church Task

Good Morning ___, Do you have a 

minute ?

Pastor Anil Singh
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From: Anil 

Singh <singh.trinityjb@gmail.com>

Date: Fri, Nov 18, 2022 at 8:24 AM

Subject: Church Task

Good Morning ___, Do you have a 

minute ?

Pastor Anil Singh

How did 

this 

happen?
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How Did This Happen?

1) It wasn’t from Anil’s actual email address

2) Only a few of his contacts received the 

fake email

CONCLUSION:

It probably wasn’t Anil’s email address 

that was hacked.



As a precaution, we checked to 

make sure that the hacker didn’t 

get in Anil’s email and put in filters.  



How do you get to “Filters” (AKA 

Filter Rules)?  Regardless of the 

email provider, filters are almost 

always under email settings.  





No filters were found – another 

reason to conclude that Anil’s 

email wasn’t hacked.



As a precaution, Anil still 

changed his password.



So, if Anil’s email wasn’t 

hacked, what did happen?

Someone else’s email was 

hacked, and addresses 

were stolen..



Let’s look at an example of 

when a person’s email was 

hacked, and messages 

were sent out.





What is the first thing we 

should check?

FILTERS





Filters?

johnnybluenote@gmail.com

johnnybluenote@outlook.com



Let’s look at a 

third kind of email 

hacker scam 

method.













THINGS A HACKER MAY DO IF THEY BREAK 

INTO YOUR EMAIL ACCOUNT:

1.CREATE A RULE TO FORWARD EMAILS COMING 

TO YOU.

2.STEAL ALL YOUR CONTACTS – ADDRESS BOOK 

ENTRIES

3.DELETE ALL YOUR CONTACTS

4.DELETE ALL YOUR EMAILS STORED ON YOUR 

EMAIL PROVIDER’S SERVER.

5.SPAM ENOUGH EMAILS TO GET YOU CUT OFF 

BY YOUR PROVIDER.

6.CHANGE YOUR SECURITY QUESTIONS AND 

ANSWERS.



REASONS HACKERS ARE ABLE TO HACK 

YOUR EMAIL:

• YOUR PASSWORD IS TOO EASY!!!!!!!

• YOU USE THE SAME PASSWORD OTHER 

PLACES AND THE HACKER GAINED 

ACCESS THERE OR DISCOVERED YOUR 

PASSWORD ON THE DARK WEB.

• YOU CLICKED ON A MALICIOUS LINK IN 

YOUR EMAIL



THINGS YOU SHOULD DO TO SECURE YOUR 

EMAIL:

• CHANGE YOUR PASSWORD TO A SECURE 

PASSWORD NOT USED ANYWHERE ELSE.

• ENABLE 2-FACTOR AUTHENTICATION.

• MAKE SURE YOU BACK UP PHONE #S AND 

EMAIL ADDRESSES AND THAT THEY ARE 

CURRENT.

• USE BCC:

• ENCOURAGE YOUR FAMILY, FRIENDS AND 

OTHERS TO DO THE SAME THINGS LISTED 

HERE.



THINGS YOU SHOULD DO TO SECURE YOUR 

EMAIL:

• DON’T RESPOND TO SUSPICIOUS EMAILS

• USE A PASSWORD MANAGER

• DON’T STORE PASSWORDS IN BROWSERS



TICKETS ARE 

NOW ON 

SALE.

SHAMELESS 

PLUG #1



NOW, LET’S LOOK AT 

HOW ACCOUNTS – NOT 

JUST EMAIL – CAN BE 

HACKED.





Examples













SHAMELESS 

PLUG #2





Catfishing is a deceptive activity 
in which a person creates a 
fictional persona or fake identity 
on a social networking service,









Catfishing clues:
A very recently created profile

Only using professional pictures

Very few friends or followers

Avoiding (video) calls and face-

to-face meetings







Our next seminar:

JANUARY 14, 2023

“First Bogart, Then Kroc, 
And Finally Rickman”


